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(2) In the case of disclosures made 
under § 603.5(d)(2) (to a third party 
(other than an agent) or disclosures 
made on an ongoing basis), the State or 
State UC agency must also— 

(i) Periodically audit a sample of 
transactions accessing information dis-
closed under that section to assure 
that the entity receiving disclosed in-
formation has on file a written release 
authorizing each access. The audit 
must ensure that the information is 
not being used for any unauthorized 
purpose; 

(ii) Ensure that all employees of enti-
ties receiving access to information 
disclosed under § 603.5(d)(2) are subject 
to the same confidentiality require-
ments, and State criminal penalties for 
violation of those requirements, as are 
employees of the State UC agency. 

(c) Redisclosure of confidential UC in-
formation. (1) A State or State UC agen-
cy may authorize any recipient of con-
fidential UC information under para-
graph (a) of this section to redisclose 
information only as follows: 

(i) To the individual or employer who 
is the subject of the information; 

(ii) To an attorney or other duly au-
thorized agent representing the indi-
vidual or employer; 

(iii) In any civil or criminal pro-
ceedings for or on behalf of a recipient 
agency or entity; 

(iv) In response to a subpoena only as 
provided in § 603.7; 

(v) To an agent or contractor of a 
public official only if the person redis-
closing is a public official, if the re-
disclosure is authorized by the State 
law, and if the public official retains 
responsibility for the uses of the con-
fidential UC information by the agent 
or contractor; 

(vi) From one public official to an-
other if the redisclosure is authorized 
by the State law; 

(vii) When so authorized by Section 
303(e)(5), SSA, (redisclosure of wage in-
formation by a State or local child sup-
port enforcement agency to an agent 
under contract with such agency for 
purposes of carrying out child support 
enforcement) and by State law; or 

(viii) When specifically authorized by 
a written release that meets the re-
quirements of § 603.5(d) (to a third 
party with informed consent). 

(2) Information redisclosed under 
paragraphs (c)(1)(v) and (vi) of this sec-
tion must be subject to the safeguards 
in paragraph (b) of this section. 

(d) The requirements of this section 
do not apply to disclosures of UC infor-
mation to a Federal agency which the 
Department has determined, by notice 
published in the FEDERAL REGISTER, to 
have in place safeguards adequate to 
satisfy the confidentiality requirement 
of Section 303(a)(1), SSA. 

§ 603.10 What are the requirements for 
agreements? 

(a) Requirements. (1) For disclosures 
of confidential UC information under 
§ 603.5(d)(2) (to a third party (other 
than an agent) or disclosures made on 
an ongoing basis); § 603.5(e) (to a public 
official), except as provided in para-
graph (d) of this section; § 603.5(f) (to an 
agent or contractor of a public offi-
cial); § 603.6(b)(1) through (4), (6), and 
(7)(i) (as required by Federal UC law); 
and § 603.22 (to a requesting agency for 
purposes of an IEVS), a State or State 
UC agency must enter into a written, 
enforceable agreement with any agen-
cy or entity requesting disclosure(s) of 
such information. The agreement must 
be terminable if the State or State UC 
agency determines that the safeguards 
in the agreement are not adhered to. 

(2) For disclosures referred to in 
§ 603.5(f) (to an agent or contractor of a 
public official), the State or State UC 
agency must enter into a written, en-
forceable agreement with the public of-
ficial on whose behalf the agent or con-
tractor will obtain information. The 
agreement must hold the public official 
responsible for ensuring that the agent 
or contractor complies with the safe-
guards of § 603.9. The agreement must 
be terminable if the State or State UC 
agency determines that the safeguards 
in the agreement are not adhered to. 

(b) Contents of agreement—(1) In gen-
eral. Any agreement required by para-
graph (a) of this section must include, 
but need not be limited to, the fol-
lowing terms and conditions: 

(i) A description of the specific infor-
mation to be furnished and the pur-
poses for which the information is 
sought; 

(ii) A statement that those who re-
quest or receive information under the 
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agreement will be limited to those 
with a need to access it for purposes 
listed in the agreement; 

(iii) The methods and timing of re-
quests for information and responses to 
those requests, including the format to 
be used; 

(iv) Provision for paying the State or 
State UC agency for any costs of fur-
nishing information, as required by 
§ 603.8 (on costs); 

(v) Provision for safeguarding the in-
formation disclosed, as required by 
§ 603.9 (on safeguards); and 

(vi) Provision for on-site inspections 
of the agency, entity, or contractor, to 
assure that the requirements of the 
State’s law and the agreement or con-
tract required by this section are being 
met. 

(2) In the case of disclosures under 
§ 603.5(d)(2) (to a third party (other 
than an agent) or disclosures made on 
an ongoing basis), the agreement re-
quired by paragraph (a) of this section 
must assure that the information will 
be accessed by only those entities with 
authorization under the individual’s or 
employer’s release, and that it may be 
used only for the specific purposes au-
thorized in that release. 

(c) Breach of agreement—(1) In general. 
If an agency, entity, or contractor, or 
any official, employee, or agent there-
of, fails to comply with any provision 
of an agreement required by this sec-
tion, including timely payment of the 
State’s or State UC agency’s costs 
billed to the agency, entity, or con-
tractor, the agreement must be sus-
pended, and further disclosure of infor-
mation (including any disclosure being 
processed) to such agency, entity, or 
contractor is prohibited, until the 
State or State UC agency is satisfied 
that corrective action has been taken 
and there will be no further breach. In 
the absence of prompt and satisfactory 
corrective action, the agreement must 
be canceled, and the agency, entity, or 
contractor must be required to sur-
render to the State or State UC agency 
all confidential UC information (and 
copies thereof) obtained under the 
agreement which has not previously 
been returned to the State or State UC 
agency, and any other information rel-
evant to the agreement. 

(2) Enforcement. In addition to the ac-
tions required to be taken by para-
graph (c)(1) of this section, the State or 
State UC agency must undertake any 
other action under the agreement, or 
under any law of the State or of the 
United States, to enforce the agree-
ment and secure satisfactory correc-
tive action or surrender of the informa-
tion, and must take other remedial ac-
tions permitted under State or Federal 
law to effect adherence to the require-
ments of this subpart B, including 
seeking damages, penalties, and res-
titution as permitted under such law 
for any charges to granted funds and 
all costs incurred by the State or the 
State UC agency in pursuing the 
breach of the agreement and enforce-
ment as required by this paragraph (c). 

(d) The requirements of this section 
do not apply to disclosures of UC infor-
mation to a Federal agency which the 
Department has determined, by notice 
published in the FEDERAL REGISTER, to 
have in place safeguards adequate to 
satisfy the confidentiality requirement 
of Section 303(a)(1), SSA, and an appro-
priate method of paying or reimbursing 
the State UC agency (which may in-
volve a reciprocal cost arrangement) 
for costs involved in such disclosures. 
These determinations will be published 
in the FEDERAL REGISTER. 

§ 603.11 How do States notify claim-
ants and employers about the uses 
of their information? 

(a) Claimants. Every claimant for 
compensation must be notified, at the 
time of application, and periodically 
thereafter, that confidential UC infor-
mation pertaining to the claimant may 
be requested and utilized for other gov-
ernmental purposes, including, but not 
limited to, verification of eligibility 
under other government programs. No-
tice on or attached to subsequent addi-
tional claims will satisfy the require-
ment for periodic notice thereafter. 

(b) Employers. Every employer subject 
to a State’s law must be notified that 
wage information and other confiden-
tial UC information may be requested 
and utilized for other governmental 
purposes, including, but not limited to, 
verification of an individual’s eligi-
bility for other government programs. 
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